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INTRODUCTION
Digital Instrumentation and Control (DI&C) systems
have been developed and installed in Nuclear Power Plants
(NPPs). This introduction of DI&C has brought up a new
issue of cyber security. Actually, NPP DI&C systems are
physically isolated from external networks, and thus NPPs
are regarded as safe from external cyber-attack.
Consequently, cyber security has received less attention than
other safety problems have. However, continuous cyberattack attempts against NPPs signify that NPPs are as
susceptible to cyber-attack as other safety critical
infrastructure, and so public perception of cyber security for
NPPs has been changing [1].
To deal with the cyber security issues in the nuclear
industry, several regulatory documents such as RG 5.71 and
RS-015 were published. These documents include cyber
security plans and comprehensive sets of security techniques.
However, there are still difficulties when it comes to deciding
which security techniques are needed and to defining
appropriate requirements for security techniques [2].
Therefore, in order to provide useful information on the
application of security techniques, efficient and quantitative
methods for verifying security techniques are needed for the
nuclear industry. In addition, considering the fact that safety
is a top priority in the nuclear industry, methodology for
verifying security techniques should go in the direction of
maximizing the synergy between security and safety [3], so
that both aspects of security performance and effect on safety
should be reflected.
For the verification of security performance aspect,
several conceptual methodologies were proposed [4].
However, although the verification of the adverse effect of
the security techniques on the safety is essential, there has
been no research or guide for the verification process in the
nuclear industry. Considering the fact that security
techniques were not considered when the existing digital I&C
systems were designed, it is important to verify not only the
aspect of security performance, but also, the aspect of effect
on safety of target systems in S/W V&V processes [1].
Therefore, in this study, it is aimed to develop a method to
quantitatively measure the degree of effects of security
techniques on the S/W V&V processes, so that it can be used
for the developing an efficient V&V processes covering both
aspects of security performance and effect on safety.

ANALYSIS OF THE IMPACT OF APPLICATION OF
SECURITY TECHNIQUES ON V&V PROCESSES
The degree of adverse effects of the security techniques
on the system should be verified in the Software V & V
process. In addition, depending on the cases, additional
efforts should be made to reduce its size or to find alternative
alternatives [2]. A major concern of Software V & V process
is to manage software faults to reduce the software failure
probability (SFP) below a reasonable level. When software
modules are hard to be tested directly, estimation has been
based on the qualitative approach using the verification and
validation (V&V) level with the assumption that the current
state of software exhibits low-level complexity [5]. However,
if security techniques are applied, the complexity level cannot
be assumed as low-level as before. According to researches
which confirmed the relationship between S/W complexity
and the amount of S/W faults, if the complexity of software
increases due to the application of security techniques, this
can lead to an increase in SFP [6], [7]. In this study, the
amount of additional effort required for recovering the
increased SFP to the previous value is defined as an indicator
of the amount of impact of security techniques on S/W V&V
processes.
For the analysis of the impact of application of security
techniques on increase of SFP, an integrated approach
including two kinds of models is adopted. 1st model estimates
the number of residual S/W faults using the degree of V&V
quality [8], and 2nd model estimates the SFP using the number
of residual faults [9]. In this study sub-processes which can
be affected by the application of the security techniques have
been identified as follows.

Fig. 1. A fault insertion/elimination scheme in the SW
development phase [8]
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 Development process: As the system-size and the
system-complexity increase, the number of inserted
faults increases.
 Inspection process: As the system becomes more
complex, the number of eliminated faults decreases [10].

results of test. The following equation used in beta
distribution model was used for estimating updated SFP.

As the number of residual faults can be obtained by the
faults inserted minus the faults removed, it leads to an
increase in the number of residual faults when software
become large and complex.

In which, 𝛼𝑎𝑝 and 𝛽𝑎𝑝 are the beta distribution
parameters which are determined depending on the number
of residual faults and the system structure. 𝑛𝑡𝑒𝑠𝑡 is the
number of tests to be performed.
According to beta distribution model, although SFP can
be increased due to the increased complexity level, the SFP
can be compensated by increasing the amount of tests to be
performed. With this regards, the number of additionally
required tests for recovering increased SFP is suggested as a
quantitative indicator for the impact of application of security
techniques on S/W V&V processes.

QUANTIFICATION OF THE IMPACT OF
APPLICATION OF SECURITY TECHNIQUES ON
V&V PROCESSES
The adopted models, introduced in the previous chapter,
suggested a method for calculating SFP using various inputs
from development processes and inspection processes. Since
estimating the number of eliminated faults during the
inspection processes is not clear among the inputs from
inspection processes, the probability of fault elimination was
fixed as 0.9. This value was estimated by the I&C experts [8].
However, in this study, based on the fact that the more
complicated the software is, the harder inspection process is,
a technique for calculating complexity called Cyclomatic
Complexity is applied to determining complexity level [11].
In addition, based on the assumption that the more difficult
in inspection process, the more difficult it is to correct faults,
the probabilities of faults elimination are assigned according
to complexity level. The values are summarized in Table 1.
Table I. Estimated probability of faults elimination
Complexity
Level

Low

0.9

Moderate

0.8

High

0.7

VeryHigh

0.6

The probability of faults elimination at the low-level case
is assigned the estimated value in the adopted model. In
addition, the other values are assumed in this study reflecting
the fact that the probability of faults elimination decreases
when the complexity level increases. However, these values
can be changed depending on the used hardware, software
and system state. Further researches are needed for more
acceptable values.
As the complexity of the software increases due to the
introduction of security functions, the probability of faults
elimination in the inspection process decreases and
eventually the number of residual faults and SFP increase. As
a result, the degree of increase of SFP due to the application
of security techniques can be estimated. The method for
estimating SFP is summarized in Fig. 2.
According to Fig.2, there is a S/W test process in which
the SFP can be updated by a beta distributed model using the

𝑆𝐹𝑃 = 𝛼

𝛼𝑎𝑝

𝑎𝑝 +𝛽𝑎𝑝 +𝑛𝑡𝑒𝑠𝑡

(1)

Fig. 2. The process for estimating SFP
SUMMARY AND CONCLUSION
Although the verification of the adverse effect of the
security techniques is essential, there has been no research or
guide for the verification process in the nuclear industry. A
methodology for quantifying the amount of additional V&V
processes when security techniques are applied is proposed
as a research objective. Based on the analysis of the impact
of application of security techniques on V&V process, the
adverse effect to be focused is limited to the increase of S/W
faults. The impact was quantified as the degree of increase of
SFP, and the amount of additional V&V tests for
compensating the increased SFP can be obtained. With this
regards, the number of additionally required tests is suggested
as a quantitative indicator for the impact of application of
security techniques on S/W V&V processes.
However, there are some limitations to quantify the
additional S/W V&V processes when security techniques
are applied. The relationship between complexity level and
probability of fault elimination need to be elaborated. In
addition to software test process, sub-processes that can
compensate for the increased SFP should be investigated.
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